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1
Decision/action requested

SA3 is kindly requested to accept the proposed pCR changes in section 4 into TR33.899 v1.2.0.
2
References

(Reference - in list form - should be made to previous related SA5/3GPP/etc. documents.)
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3GPP TR 33.899 v1.2.0 Study on the security aspects of the next generation system

3
Rationale

In subclause “5.7.3.4 Key issue #7.4: Using effective temporary or short-term subscription identifiers”, there is a potential security requirement “From one or more temporary identifiers, it shall not be feasible for an unauthorized party to predict the next corresponding temporary identifier (i.e. the next temporary identifier of the same subscription)”, and here are two solution to address it. We propose to do the comparison between the two solutions and make a conclusion on this KI.
4
Detailed proposal

***************Start of Change 1****************
5.7.6.3 
Comparative evaluation of Key issue #7.4: Using effective temporary or short-term subscription identifiers
The Solution #7.5 using channel estimation to improve the randomness generation of temporary or short-term identifiers.  As LTE system reliability, the range of channel estimate is very small, e.g., RSSI range usually is -100dBm~-65 dBm, but the format of C-RNTI is BIT STRING (SIZE (16)), reference to TS 36.331 clause 6.3.6 which’s range is bigger than RSSI’s. So the randomness and unpredictability can not be ensured. Secondly, if the process is not ture random, the randomness is not ensured. Thirdly, if CN node, e.g. AMF or UPF, needs to generate temporary or short-term identifiers, the solution will send the CSI (channel state information) to CN node which increases signalling overload.

Another solution #7.22 “generate random data by random generator” as in [2] does not need dedicated signaling for transmiting the channel estimate, and ensures more randomness. So we propose an interim agreement that solving “key issue #7.4: Using effective temporary or short-term subscription identifiers” is achieved by using the solution as described in [2]. The two solutions compare as below:

	
	Solution #7.5 using channel estimation
	Solution #7.22 Temporary or short-term identifiers using Random Number Generator

	Random range
	Small
	More than 32bit

	Randomness
	Not ensured
	ensured

	Signalling to CN
	yes
	no

	Performance
	Low, need extimate channel.
	High, extra-high if implemented by hardware.


Conclusion: It’s very clear that Solution #7.22 has larger number range, ensures randomness and high  performance with low latency. There are many mature solutions and chips in the industry which can be used to achieve solution #7.22 objective. Solution #7.5 must implement a dedicated function which location is not clear and hasn’t been defined in the Security Architectrue. In addition, it adds new procedure with UE&AN&CN. After the comparison, solution #7.22 is better suited to address the KI than solution 7.5.
***************End of Change 1****************
